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 How do you see the integration of AI, specifically GenAI, at the network 
edge creating dynamic, context-rich experiences? How does this align with 
business goals around data and customer satisfaction? 

 Generative AI (GenAI) hype is already profoundly impacting enterprise IT and will soon impact networking strategy and 
planning. IDC's recurring Future Enterprise Resiliency and Spending Survey, which it conducts regularly throughout the 
year, shows a significant increase in the impact of GenAI on how enterprises design their connectivity strategy. In late 
2023, 25% of enterprises felt that GenAI would have a significant or transformative impact. By mid-2024, that percentage 
almost doubled to 47%. As GenAI becomes an increasingly important part of the digital business road map, IDC data 
shows that 40% of healthcare organizations and 45% of financial services firms expect that GenAI will impact network 
and connectivity strategies and target use cases that improve the customer experience. Furthermore, 29% of enterprises 
are allocating current investments to AI-specific server and storage hardware in on-premises/colocation datacenters and 
remote edge locations.  

As enterprises adopt more bandwidth-heavy services, such as augmented reality and virtual reality, and connect more 
devices to the network, the demand for resilient connectivity, faster computation, lower latency, and increased use of 
automation will be critical to delivering rich experiences for customers and employees. Positioning edge servers and 
datacenters near the point of transmission is already making it easier for organizations to support customers and deliver 
increased performance to eliminate network congestion and latency. GenAI will have its greatest impact at the network 
edge in optimizing network security and increasing automation of the network management process, allowing IT and 
network employees to focus more on strategic business outcome-driven initiatives and less on tactical efforts. 

  

AI and GenAI technologies are already having a profound impact on enterprises and their 
evolution toward becoming digital businesses. In today's hypercompetitive business 
environment, enterprises are rapidly embracing the integration of AI, particularly 
generative AI into their long-term connectivity strategy. This transformative technology is 
reshaping the landscape of enterprise connectivity, including at the network edge.  
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 How do you envision enterprise edge computing needs transforming with 
the integration of GenAI? 

 Most data creation within the enterprise happens locally, whether at a branch office, retail location, remote work site, or 
by remote employees in the field. As more data creation occurs across the enterprise, the demand for increased 
bandwidth and data management will increase. IDC's August 2024 Future Enterprise Connectivity Survey shows that 29% 
of enterprises in North America are seeing bandwidth demands increase by more than 50% per year as they create more 
data onsite and in the cloud. As such, network capabilities must expand to meet that demand. 

Leveraging edge computing to manage data collection, manipulation, and aggregation already provides operational and 
performance benefits for maximizing the value of localized data today. As a result, GenAI can further enhance the 
business case for edge computing and relevant use cases. GenAI can enrich the customer experience by analyzing large 
data sets generated from ongoing customer interactions. As multiple elements of physical and digital interaction, as well 
as voice and data traffic, define the customer experience, the wealth of data must undergo analysis to extract contextual 
relationships and assess implications on customer expectations. It is possible to train GenAI to align business outcomes 
with customer expectations, leveraging these large data sets. The edge computing infrastructure is the optimal 
framework to provide real-time inference of massive data sets to deliver a richer customer experience. 

Over the next two to three years, enterprises must align and scale edge computing infrastructure to support the 
increased workload demands from GenAI use cases, especially those designed to have a real-time impact on efficiency 
and productivity. With data showing that GenAI may increase computing workloads and data traffic by up to five times, 
organizations will also see increased usage of data- and bandwidth-intensive applications. This will also increase the 
demand for faster data manipulation and real-time consumption. Customer-centric applications, such as personalized, 
voice-assisted support in retail, customer sentiment analysis, and autonomous decision-making applications, will be time 
sensitive and require low latency to be effective. This is now more viable, as organizations can more easily deploy low-
cost computing at the edge. 

For internal business use cases, such as software code generation and testing or generative product design and 
knowledge management, the benefits of edge-based computing performance and low latency will also ensure faster 
outcomes for organizations with localized workforces and teams, requiring enterprises to map edge computing 
infrastructure to support distributed workload demands. As these and other use cases embrace GenAI and capabilities 
scale as the language models scale, these revolutionary changes will force enterprises to increase the usage of edge 
computing to facilitate and optimize business processes.  
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 What are the top network and connectivity areas that enterprises should 
expect GenAI to impact the most? 

 IDC's July 2024 Future Enterprise Resiliency and Spending Survey, Wave 6, data shows that North American enterprises 
expect GenAI to have the strongest impact on network management automation and employee experiences, with 
customer experience ranked a close third. The further state of GenAI adoption and maturity in the North American 
region plays a role in the rankings. In detail: 

» 49% expect GenAI to play an impactful role in increasing the automation of network management processes. 

» 43% expect GenAI to play an impactful role in helping improve the personalization of employee experiences (e.g., 
call center activities). 

» 38% expect GenAI to help improve the customer experience. 

» 36% expect GenAI to accelerate network planning and optimization. 

» 34% expect GenAI to help optimize network security. 

Changing customer and business demands require the network to be ready to adapt to that change. As networks 
become more software defined and data driven, the ability to offload daily operations from human to intelligent digital 
sources allows businesses to align staffing to more outcome-based activities. Here, the enterprise can benefit from GenAI 
algorithms that leverage a wide source of business data to analyze network operations and limitations, analyze peak 
traffic pattern times and sources, and help reduce network latency at peak times.  

Enterprises will expect AI to play a significant role in driving employee productivity by supporting the integration of 
unified communications and call center solutions. Businesses can leverage APIs to facilitate AI-driven agent-assist 
chatbots that use AI-driven natural language processes and cognitive document processes in contact centers to manage 
simple tasks, such as product status or payments, leaving more complex tasks to human agents. 

GenAI is already playing a significant role in improving the customer experience by helping businesses access, consume, 
and analyze information, which will impact the speed and quality of customer-specific decision-making. It can also 
improve marketing use cases, enabling brands to accelerate the delivery of personalized content to their target audience. 
As GenAI accelerates business processes, it also increases the importance of keeping critical data in motion. As such, 
speed and agility must align with connectivity demands. 

Last, network security demands will only grow as threats and attacks become more frequent and potentially more 
damaging as the network fabric becomes even more mission critical to keep businesses and their data moving. Where 
GenAI already shows the benefit of learning and replicating patterns in content and text, it will evolve to learn 
cyberthreat patterns and predict network vulnerabilities. The long-term benefits will be an even more proactive 
approach to network security. 
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 How should enterprises be rethinking connectivity transformation timelines 
based on the impact of GenAI? 

 Enterprise exploration of GenAI is already well underway. IDC's July 2024 Future Enterprise Resiliency and Spending 
Survey, Wave 6, shows that organizations have dedicated 14% of new IT budgets in North America to GenAI initiatives. 
For those businesses already investing, over one-third are turning to the business units to provide funding for projects 
that directly impact them, and the eventual expenditure of GenAI on connectivity programs which is at a very early stage. 
From a network/connectivity perspective, investments will focus on expanding the capabilities of existing network data-
intensive, AI-/ML-related functions. Successful outcomes with GenAI in areas such as customer experience and, in 
particular, the automation of network management will catalyze the expansion of generative AI across the enterprise. 
The larger the organization, the more of an expected impact the automation will have. However, we expect the road 
map and timelines for connectivity and edge computing-related projects to accelerate over the next 12–24 months and 
focus on solving these specific and somewhat tactical issues in the medium term. 

For large enterprises, the ability to leverage autonomous network-type functions in which AI or ML models are already in 
use for network management and optimization will help increase agility. We also expect network managers and IT 
leaders to use it to gain greater insights into network traffic and aid in long-term network security, capacity planning, and 
performance. 

 What strategies would you recommend to optimize IT infrastructure and 
resources to support the full potential of GenAI? 

 First and foremost, businesses must take a holistic look across their data and infrastructure layers; review their current 
plan for on-premises, cloud, and edge investments; and determine the orchestration needs across these areas. This 
should provide a foundational framework and plan for the next steps as GenAI becomes more pervasive across the 
business. The successful integration of GenAI will require careful consideration of security and privacy as well as ongoing 
monitoring, to ensure that the technology delivers its intended benefits while minimizing risks. 

Second, dedicated applications that benefit from GenAI must align with an enterprise's edge computing strategy, thus 
requiring significant business case development, technology alignment, and outcome expectations. 

Third, as businesses look to develop contextual experiences based on edge-enabled, real-time data intelligence, they 
should consider the integration of GenAI as part of the workflow of edge computing use cases. GenAI will help enable a 
deeper analysis of the customer experience and relate it to their personal motivations and outcomes, and whether it 
delivered the service according to customer expectations. 

Last, businesses should work with strategic connectivity partners to help address the three GenAI-related areas 
mentioned previously, and if resources are sparse, consider a managed services agreement with strict SLAs. This reduces 
the stress on IT and networking teams and allows key resources to focus more on strategic business outcomes and less 
on tactical fixes or operations.  
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