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1.

Modification: # P00325

The purpose of this modification is to:

a. Add a guide reference to Section C.1.8.7.1.

b. Update deliverable description references, deliverable names, and frequencies in
Table F.2.1.

c. Add a guide reference to Section G.5.6.1.

d. Clarify EPEAT requirements in Section G.12.

e. Clarify the content of the SSCN in Section J.2.

2. The contract is modified as follows:
Section C:
3. Section C.1.8.7.1 is changed to add the following guide: “IT Security Procedural Guide:

External Information System Monitoring CIO-IT Security-19-101”

Section F: All changes to the deliverable due dates in Table F.2.1 are effective after

July 31, 2023.

4. The deliverable description reference for Deliverable IDs 5, 7, 10 through 19, 21 through
24, 41, 42, 44 through 55, 58 through 76 is changed to “NIST SP 800-53”

5. The deliverable description reference for Deliverable ID 57 is changed to “NIST SP 800-
53 and CIO-IT Security-11-52”

6. The deliverable name for IDs 5 and 42 is changed to “System Security and Privacy Plan
(SSPP)”

7. The deliverable name for IDs 15 and 52 is changed to add the words “if applicable” to
the end.

8. The deliverable name for ID 21 is changed to “Plan of Action and Milestones (POA&M)
Vulnerability scanning reports for Operating System, Web Application, and Database
scans (as applicable)’

9. The deliverable name for ID 22 is changed to “Penetration tests and reports (Internal
and External Interfaces OWASP WSTGv4.1 & PTES-TG Gray Box Authenticated)”

10. The deliverable name for IDs 24 and 59 is changed to “Annual FISMA Self-Assessment
(if applicable)”

11. The deliverable name for ID 57 is changed to “Penetration tests and reports (External
Interfaces OWASP WSTGv4.1 Top Ten Gray Box Unauthenticated)”

12. The frequency column for Deliverable IDs 5, 12, 13, 14, 17, 18, 22, 42, 49, 50, 51, 54, 55
, and 57 is changed to read:

“Initial: February 25th, 2024
Update: Annually from February 25th, 2024 and when significant changes occur”
13. The frequency column for Deliverable IDs 24 and 59 are changed to read:

“Initial: February 25th, 2024
Update: Annually from February 25th, 2024”
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14. The frequency column for Deliverable IDs 7, 10, 11, 15, 16, 19, 23, 43, 44, 45, 46, 47,
48, 52, 53, and 58 is changed to read:
“Initial: June 25th, 2024
Update: Annually from June 25th, 2024 and when significant changes occur”

15. The frequency column for Deliverable IDs 60 through 76 is changed to read:
“Initial: June 25th, 2024
Update: Biennially from June 25th, 2024”

Section G:

16. Section G.5.6.1 is changed to add the following guide: IT Security Procedural Guide:
External Information System Monitoring CIO-IT Security-19-101

17. Section G.12.2.1, first paragraph is changed to append the following: “For all products
covered by EPEAT, the contractor shall comply with FAR 23.704.”

Section J:

18. Section J.2.10.2.1.21, table row for Element = contractor_comments, Unique Value
Level column is changed to read “Data Set” vs “Line Iltem”

19. The estimated dollar value of the contract remains unchanged.

20. Except as provided herein, all prices, terms and conditions of the document referenced
in Item 10A remain unchanged and in full force and effect.
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